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Beesenune. Bo3MOXXHBIE yTpo3bl B KOPIIOPATUBHBIX UH(OKOM-
myHuKanmoHHBIX (MK) cuctemax TpeOylOT KOMILIEKCHBIX Mep
3allIUThI, OOECTIEUUTh KOTOPbIE MOTYT pellleHUus] Ha 0a3e TeXHO-
snoruu VolP. Bro TeM Gonee akTyasbHO B CBeTe (POPMUPOBAHUS
0a30BbIX TPeOOBaHUIi, KOTOPHIM TOJKHO COOTBETCTBOBATH MYJIb-
TUCEPBUCHOE O0OPYIOBaHUE C MTAKETHOI KOMMYyTalle, mpeTeH-
MyIOLlee Ha MOJYYEHHUE CTaTyCa «TeJIEKOMMYHUKALIMOHHOE 000-
PyIOBaHUE POCCUICKOrO MPOUCXOXKACHUST» [1].

Oo0muii moaxon K 3amute uHpopmamuu B cersix VolP. Ilpu
npoektTupoBaHuu 060t MK-cucrtembl BakHO MOHMMATh, YTO
HM OJTHA U3 CYIIECTBYIOIIMX TEXHOJOTHI 0€30TTaCHOCTH HE B CO-
CTOSTHUU 00eCTeuynTh aOCOMIOTHYIO 3alIUTY OT BCEX BO3MOXHBIX
yrpo3. BHYTpeHHSIs TOJIMTHKA U TIPOLeypbl MHOOPMALIMOHHOM
6e3omacHocty (MB) B opranm3anuu, BHe 3aBUCUMOCTU OT Mac-
mTaba, HYXIAITCs B TIIATEJIbHOM aHAIN3€, KOTOPBI ITOJKEH
MOATBEPIUTD, UTO Jiydinue perieHus no b He Tonbko Obln
BHEAPEHBI, HO 1 BHITIOJHSIIOTCS JOJLKHBIM 00pa3zoM. Kpome Toro,
CTPYKTYpa 1 TOIOJIOTUSI CeTeBO MHMPACTPYKTYPhI, UCTIOIb3Ye-
MOIi JIJIs Tiepenavyu Tpaduka peaibHOro BpeMeHHU (KakK MpaBuio,
cucrembl [P-TenedoHnn u BUIeoCBsI3n), TOJKHBI BAPbUPOBATh-
cs B 3aBUCMMOCTH OT Tuma yrpo3 Mb.

B nHacrosiee Bpemst 6ecripoBoaHast MHGPaCTPyKTypa KOPIo-
patuBHOI MK-cucTeMbl 1 TOUKM TOAKIIOYEHUS ee K ceTh MH-
TEpHET MPEACTaBSIOT HauboJiee Cephe3HYI0 YyTpo3y 06e30IacHOC-
TU CETU, U ITOMY OOCTOSITESILCTBY HEOOXOAMMO YIESITh 0CO00e
BHUMaHKe. CTOJIb e TIIATEJbHO CIeyeT OTHOCUTHCS K YIrpo3aM
06e30MacHOCTH, UCXOISIIUM U3HYTPU TepuMeTpa MHGpopMalm-
OHHOI CUCTEeMBbI, TeM 00Jiee YTO MHULIMUPOBATh UX MOTYT CaMu
COTPYIHUKY OpTaHU3alIM1 WJIU €€ MTapTHEPHI.

COOTBETCTBYIOIIME YPOBHU CETEBOI OE30MaCHOCTU HEOOXO-
JIMMO PaccMaTpUBaTh U PEajM30BbIBATh C YYETOM CIIEAYIOIINX
dakTopoB:

® TUM U Ha3HAaYeHUE CETEBBIX PECYPCOB, KOTOPHIM HEOOXO0-
NIMMO O0ECTIeUnTh 3aTUTY;

® CTerneHb BAMSHUS yrpo3 Ha OM3HEC-TPOIIECChl OpraHu3a-
L1H;

® OlIeHKA MPEe/IoJiaraeMoro ypoBHsI YIpo3bl 6€30MacHOCTU
3allMIIaeMbIX PECYPCOB;

® sKoHOMMYecKas 3(DGEKTUBHOCTh BHEIPSIEMBIX MHCTPY-
MEHTOB M TexHojoruii b.

Takum o6pa3om, olieHMBasE KAKOE-TO pellIeHre 1o MH(popMa-
LIMOHHOW 6€30MacHOCTU B paKypce yIo0CTBa ero pa3BepThIBaHUS
U CTOMMOCTH, HEOOXOIMMO MMETh B BUAY U MOCJICICTBUSI HApY-
meHust nepumerpa Mb.

OueBUIHO, YTO CErOIHS U3 MHOXecTBa (hopM OOIIeHUs Ha-
nboJiee IIMPOKO MpeNCcTaBiIeH roocoBoit Tpaduk. EcrectBeHHO,
KpaiiHe aKTyaJIbHOI CTaHOBUTCS 3allldTa MHGOPMAIIMY B TaKOU
nojacucteme koprnopatusHoit MK-unbpacTpykTypsl, 6a3upyio-
1Ieiicss Ha KOMMYTAllMKM MakeToB, Kak cucrema IP-tenedonun
(VolP). IlpumeHeHue HOBOI TexHosornu VolP B Koprnopatus-

HOW ceTu, 6e3yCIIOBHO, HECET pPsii SKOHOMUYECKUX U TeXHOJO-
TMYECKUX MPEUMYILECTB, HO BMECTE C TEM W HOBbIE YIPO3bI 0€30-
MacCHOCTH 151 MH(MOPMALIMOHHOM CUCTEMbI OpTaHU3alliH.

Hogrble koprniopatuBHbie cucTembl [P-Tenedonun, kak u cuc-
TEMBbI MPEAbIAYILIEro MOKOJICHUsI, TOCTPOEHHBIC HA TEXHOJOTUH
koMMyTauu KaHaioB (TDM), HyXmaoTcss B HOIKIIOYCHUUN
K ceTH cBs13u obmero moib3oBaHus (CCOII). Dto TpedyeT oT
HUX 00ECIeYeHUs 3alIUThl OT BCeX BUAOB YTPO3, CBOMCTBEHHbBIX
TDM-cuctemam, 1 B TO e BpeMsI aleKBaTHOTO OTBETa Ha HOBbIE
TUIIBI YTPO3, XapaKTePHbBIX IS CETel ¢ mepenavyeil makeToB.

VYrpo3sl Ub MoryT ObITH MO3ULIMOHUPOBAHBI UCXOMS U3 CTe-
MEeHU HAIEXHOCTU U OTKA30yCTOMYMBOCTA KOHKPETHON KOp-
nopatuBHoit MK-cucrembl, ee MHOPACTPYKTYphI, YSI3BUMOCTH
CTBIKOB C BHEIIHUMHU CETSMM, HEBHUMATEJIBHOCTU M OLIMOOK
MOJIb30BaTeel, MpeIHaMePEHHBIX aTakK XaKepPOB U BCSIKOTO pojia
«paccep>KeHHbIX» MOJIb30BaTeeil. YUUTHIBAsI CJI0XKHOCTh pelle-
HUSI 337124 3alUThl Bcex BUnoB nHdopmanuu B UK-cucreme, B
NIAHHO paboTe OrpaHMYUMCSI PACCMOTPEHKMEM BOTIPOCOB 3alllv-
THI TOJIBKO cucTeMbl [P-tenedonun.

HeobxomuMo yunTeiBaTh, 4TO KOpIiopaTuBHas cuctema IP-
Tesle(hOHNUM JOJKHA ObITh pa3paboTaHa M BHEIPEHA B COOTBETC-
TBUU C BHYTPEHHUMU MOJUTUKAMU O€30MacCHOCTU, HaeKHOCTHU
U KOHGUICHIUATBHOCTH.

KuroueBble a1eMeHTbl MHOOPMALIMOHHOI 06€30MacHOCTH ce-
teii [P-tenecoHnn Moryt ObITH KiaccuUIIMPOBAHbBI CIEIYIO-
UM 00pa3om:

Konghudenyuanonocms: HeOOXOMMMOCTD 3alUTHI MepeaaBae-
Mol nH(GopMauuu (ToJ0C U JaHHBIE) IS TIPeAOTBpallleHUSI TIPO-
CJIYIIMBAHUSI WIK TIepexBaTa pa3roBOPOB, BHECECHUSI UBMEHEHU
B Pa3rOBOPHbII MM CUTHATBHBIN TpaduK, KpaXu MapoJieid.

Lleaocmnocms: obecrieueHre YBEpPEHHOCTH, 4YTO TiepenaBae-
Mas nHdopmaius (Tojloc Wiu JaHHbIE) He TOoIBepraeTcs n3me-
HEHUSM CO CTOPOHBI HEaBTOPM30BAHHBIX TMOJIb30BATENEH, UTO
3aMpOChl Ha BBHITIOJTHEHUE OMNpeAeJeHHbIX 3a1a4 Uiu (yHKIUN
(HarpuMep, MHUIMAIN3alUs TOJIOCOBOTO BbI30Ba WJIM M3MEHE-
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HME KOH(MUTYPALIMOHHBIX [TApaMETPOB) UHULIUMPOBAHbBI aBTOPU-
30BaHHBIMU MOJIb30BATENIIMU WJIN TTPUIOKEHUSIMMU.

Jlocmynnocms: obecrieueHue Oecriepe0OMHOT0 (PYHKIIMOHM-
poBaHUs KOpHopaTuBHOU cucteMbl [P-Tenedonun B ycnoBusix
DoS-arak (Denial of Service — oTka3 B 00CIy>KMBaHUM), Pa3Ind-
HBIX «4€PBE», «<BUPYCOB» M T.II.

OcHoBHbIe (DYHKIIMOHAJIbHbIE YACTH KOPHOPATUBHOW CHCTEMbI
IP-Teneonuu. O6ecneueHre nHGOPMAIIMOHHON 0€30MaCHOCTH
B cucremax IP-tenedoHnu momkHO BKiIOYaTh B ce0s1 pacCMOT-
peHue BOIPOCOB 0E30MaCHOCTH MHOXECTBA MHTep(deiicoB cetn
(puc. 1).

beszonacnocmo unmepgpeiica ¢ CCOII nmognepxuBaeT B3auMO-
NIENACTBUE C CYIIECTBYIOIIMMU aHAJIOTOBBIMU U LIM(POBBIMU CHC-
TemMaMM U ycTpoiictBamu. besonacHocTb cThika ¢ CCOII saBasier-
Csl HEOThEMJIEMOI COCTaBJISIONICH obecrieyeHus: 6€30MacHOCTH
KoprmopatuBHBIX cucteM [P-tenedonunm (puc. 2).

[Tpu monximouennu 060ii cetu cBsizu K CCOII BeposiTHOCTD
MOILIEHHUYECKUX OEUCTBUI CTAHOBUTCS peajbHOI yrpo3oii Oe-
3omacHocTu. UMEHHO 3/1ech OCYILECTBISIIOTCS TaKMe OCHOBHbBIE
Yrpo3bl, Kak MoJMeHa MoJIb30BaTesl U HECAHKIIMOHUPOBAHHbIN
JOCTYTI K (hyHKLMSIM KopriopatuBHOi MK -cucremsl.

IIpouecc obpaboTku curHana npu cBsa3um ¢ CCOIl moxet
pa3nuyaTbCsl B 3aBUCUMOCTH OT apXUTEKTYPbl KOMMYTAllMOHHOM
cucrembl. [Ipu 006paboTKe BHI3OBOB HEKOTOPbIE CUCTEMbI KOM-
myTtauuu npeodpasyor TDM-curnan ¢ CCOII B makets! (IP) no
YCTAHOBJICHUSI COETMHEHUS, B TO BpEMs KaK IpYTre CUCTEMBbI Ta-
KOTO MpeoOpa3oBaHus He BHITIOTHSIOT. B mocienHeM ciyyae cur-
Has ¢ CCOII 3ambikaetrcst Ha TDM-mune rubpunnoit YIIATC,
HE 3a/IeHiCTBYS TIPU 3TOM SIIPO TAKETHOM KOMMYTAlLIMU, U TOTIa
nepenaBaeMas ¢ CCOII undopManms He TIpeacTaBIsieT YTPO3bl
cucreme IP-tenedhornru. OnHaKo pu 3TOM COXpaHSIETCsT yrpo3a
MPOCIIYIIMBAHUSI Pa3TOBOPOB.

bezonacnocms cucmemst cuenaauzayuu. YTrpo3bl, CBONCTBEH-
Hble CHCTEME CUTHAJIM3AlMU, BKIJIIOYAIOT B ceOsl HapylleHue
HOpMaJIbHOU paboThl cucteMbl cBsi3u (DoS), monmeny nonb3o-
BaTess, Kpaxy KOIOB 10cTyIa (account codes) mist TpeoaoieHust
OTpaHWYECHUIA, HAJIOXKEHHBIX Ha Tmosb3oBateneit MK-cucrem,
MOIIEHHUYECTBO MPU MEXKIYyTOPOTHOM/MEXTYHAPOIHOM CBSI3U.

JI7151 CHUDKEHUST 3TOM YIpO3bl MPOTOKOJ CUTHATU3ALIMU MEXKITY
YCTPOICTBOM KOHTpOJISI BbI30BOB U [P-TenepoHom mmu apyrum
a0OHEHTCKUM YCTPOWMCTBOM, KaK IMPaBUJIO, peaiu3yeTcsl B BUIIE
MPOINPUETAPHOTO MPOTOKOJIA MM MPOMBIIIIEHHOTO CTaHAapTa,
HarmpuMep H.323 i SIP. CoBpeMeHHBIE YCTPOMCTBA KOHTPOJIS
BBI30BOB JIOJKHBI 00ECTIeUMBaATh MOAAEPKKY MHOXECTBA MTPOTO-
KOJIOB CUTHaIu3aLuu (puc. 3).

bezonacnocms meduanomoka (nepenaBaeMoili B cucteme IP-
TeJaeOHUN TOJIOCOBOM M BUACOMH(OPMAIINM). 31eCh CIemyeT
BBIIEIUTH MpociayliMBaHue (eavesdropping) 1 HECAaHKLIMOHUPO-
BaHHYIO JESITeIbHOCTb, MPUBOMSIIYIO K YXYAIIEHUIO KavyecTBa
cBs3u. HapyieHre KoHbUIeHIUaTbHOCTA UM KauyecTBa MOXKET
HEraTUBHO BJIMSIThH Ha LIEJIOCTHOCTh MH(MOPMAIIMK, a 3HAUUT, Ha
noBepue Ou3Heca K BbIOpaHHBIM peleHusiM. [TpocitylmBaHe u
noTtepsl MHGOPMAILIMK B KaHajle SIBJISTIOTCS HauboJjiee 3HAaYMMBbI-
MU yrpo3aMu Il JaHHBIX TOJ0COBOrO moroka. Camoii BeposiT-
HOW yrpo30ii ciiefyer cunTaTth nepexsar nHgpopmaiuu (sniffing),
nepegaBacMoii 1Mo cetd MHTepHET M OGecrnpoBOIHBIM KaHajaM
CBSI3U.

T'onocosoii Tpaduk Ha ceTsix Vol P mepenaeTcst B Buie HakeToB
HETOCPEJICTBEHHO MEXIY B3aMMOJCHCTBYIONIMMHU YCTPOMCTBAMU
(TenedoHHBIMM annaparamu) (puc. 4).

IMonbiTku npocnymmBanust Ethernet-ropra tenedoHa myrem
HETOCPEICTBEHHOTO MOACOENNHEHUS K KabeIt0, MOHUTOPUHTA C
MOMOIIBIO YIAJIEHHBIX TaTYMKOB WU TIepeHaNpaBIeHUs TaKeTOB
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MOTOKA TAaHHBIX MOTYT SIBJISIThCSI TTOTEHLIMAJIbHOM yrpo3oit Ub —
KakK Y TIOTIBITKY MOBPEXICHUS MTAKeTOB TTOTOKA TaHHbBIX, Tlepe/a-
BaeMbIX 10 KaHaJlaM CETH CBSI3U.

besonacnocms cucmemot ynpasnenus. IHCTpyMEHTBI yTipaBiie-
HUSI, KaK MPaBUIO, UCIIONb3YIOTCS 11 KOHDUTYPUPOBaHUS, afl-
MUHUCTPUPOBAHUSI U MOHUTOPUHTA COCTOSIHUSI CUCTEMBI, CITYXKO
ouuiuHra u np. Unrtepdeiicsl yripaBieHus: MOTYT MOABEPraThCs
aTakaMm C LeJbl0 Kpaxu JUYHONM MHGMOPMAIIMU TOJIb30BaTeIei
(MMEHM TTOJIB30BATEJIS U TTAPOJIsl) WU JIJIs1 OPTaHU3aLUK Pa3HOTO
pona atak, Hampumep DoS-arak. HabmoneHue u mpociaymmBa-
HUE OIpeesIeHHBIX TOPTOB MHOTIA UCIOJb3YeTCs ISl TosTyye-
HUST pa3IuyHON nHbopMaluu (Takoii, HalpuMep, Kak y4eT co-
BEPIIIEHHBIX BBI30BOB), KOTOpAsi MOXKET COepXaTh B ce0e KOJIbI
IIOCTYIIA K pa3IMYHbIM cepBrcaM (Bbixoma Ha cetb CCOIl uT.1.),
niv UHGOPMAIIMY O TTOCTIETHUX COBEPIIEHHBIX 3BOHKAX. Takxe
BO3MOXKHBI CJIydau TOAMEHbI MPUJIOXEHUN U 3JI0HAMEepPEHHbIE
CHUCTEMHbIE U3MEHEHMUSI.

Ha puc. 5 noka3zaHbl HEKOTOpbIE MHTEeP(EICHI, TIPEaCTaBIIS -
I0l1e MOTEHIIMABHYIO YIPO3y JUISl CUCTEMBI YIPaBJICHHUsI B pe-
weHuun IP-teneonum.

Bo3moxkHble pemenns no 3amure uHpopmamuu. OdecriedeHue
LIEJIOCTHOCTM M KOHTPOJISl KaXHOW M3 YacTedl KOpPIOpaTUBHOM
HK-cucrempl rapaHTUPYET MPABUIBHOCTh U HAIEXKHOCTh (DyHK-
LIMOHUPOBaHUs cuctemsl [P-tenedonnm.

CoBpeMeHHbIe KOpropaTuBHbie cuctembl [P-tenedonuu,
Kak MpaBWJIO, CTPOSITCSI HAa 0a3e 00OPYIOBaHUS BEAYIIUX BEHI0-
poB, Takux Kak Cisco, Avaya, Mitel, Nokia Siemens Networks,
Alcatel-Lucent u ap. [2]. dapom kopmopatnBHOI1 cucteMbl 1P-
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TeaedoHnn sBiseTcss rubpumHasa rwiatgopma (Mitel, Avaya,
NEC u ap.), KoTopasi TTO3BOJISIET CO3IaBaTh MacIITaOMpPyeMylo,
MOTHOMYHKIIMOHATIBHYIO CUCTEMY CBSI3M C YMCJIOM T0JIb30BaTe-
nteit ot 30 mo 60 ThIC. (puc. 6).

Takue miatgopmbl, CoBMelIalONIe BO3MOXHOCTU Oduc-
Hoit IP-YIIATC c 60JibllIMM HAOOPOM BCTPOEHHBIX U MHTETPU-
POBaHHBIX CTOPOHHUX TMPUIIOXKEHUI, (HOPMUPYIOT OCHOBY JIsI
pelieHuii, KOTOpble MPUHITO Ha3blBaTh YHUDUIIMPOBAHHBIMU
kommyHukamusamu (Unified Communications, UC). Ha momb-
30BaTeJIbCKOM YPOBHE THUOPUAHON IIaT(OPMBI TTPOMCXOIMNT,
BO-TIEPBBIX, MOIACPXKKA OOJBIIOTO KOJMYECTBA aOOHEHTCKUX
YCTPOMCTB: 3T0 (puKcupoBaHHbIe U OecripoBoaHbie (Wi-Fi wiun
IP-DECT) IP-tenedonsl, IP-ycTpoiicTBa ¢ Be6-10CTYyIIOM, ITOJI-
HoAayIUuieKCHble [P-Momynu nist aynMokoHbEpeHICBI3U U Ap.
Bo-BTOpBIX, OHM CIOCOOHBI TONIEPXKMBATH (DYHKIIMOHUPOBA-
HME MOIIHOTO IMaKeTa MPUJIOKEHU C BO3MOXHOCTBIO T0paboT-
KU (KacTOMHU3alMM) IO HYXIbl KOHKPETHBIX MOJIb30BaTeJIeH.
DTO peanusyercst MOCPEACTBOM MHTepdeiica mporpaMMuUpoBa-
Hus1 npuiioxenuii (Application Programming Interfaces, API)
U TapaHTUPYET COBMECTHYIO pabOTy C UCIOIb30BAaHUEM CPEJICTB
MyJIbTUMEIMa, YIpaBIeHUE B3aMMOOTHOIIEHUSIMU C KJIMEHTa-
MU, €IMHYIO CUCTEMY cOOOIIeHui 1 T.11. [1paBuibHO BeIOpaHHAs
rubpuaHas ratgopma aenaeT BO3MOXHOUN (yHKIIMOHUPOBaHUE
B ceTU 00OPYIOBAHUS Pa3HBIX TPOU3BOIUTEIEH.

OtMmeTnM, 4TO BHeapsiemasl ruiatdopma J0oJKHa obecreun-
BaTh B3aMMOJICIICTBUE C CYLIECTBYIOIICH KOPIIOPATUBHOM CUCTE-
MOI1 CBSI3U, TEM CaMbIM 3allIMIIasl paHee C/IeJTaHHbIE OTIEPATOPOM
WHBECTUIIMU U TO3BOJISAsT 100ABISATH HOBBIE cepBUCH [P-Tene-
¢oHUM K pabounM TpyIIiaM, oTaeaaM U (pujimajgaM mo Mepe Ha-
nooHoctu. Eciin apxuTekTypa Takoii miatdhopMbl MOCTPOeHa Mo
TPUHIIUITY pacIpeIesIeHHbIX OTKPBITHIX CUCTeM (Kak Mporpam-
MHO, TaK ¥ arrapaTHo), MOSIBJISIETCS] BOBMOXHOCTD JIJISI BHEIpe-
HUSI U pa3BepPThIBAHUSI KOPIOpAaTUBHbBIX cucteM [P-tenedonnu,
KOTOpPbIE HAWJIYyYIIUM OOpPa3oM YIOBJIETBOPSIIOT MOTPEOHOCTIM
opraHmM3alnu, B ToM 4yucie B oonactu Ub.

B Hnactosiiiee BpeMsi MHOTOYPOBHEBYIO 3alllUTy KOpIopa-
THUBHBIX CETEIl TOIIEPXKUBAIOT MHOKXECTBO METOJIOB M PEIICHUIA:
opannmayapsl (Firewall), cuctembl obHapyxeHusi (IDS) wnm
npenotpaiieHus: (IPS) BTOpXeHUil, BUPTyajbHblE 4YacTHbIC
cetu (VPN), cucrteMbl KOHTpOJs moctyma M T.I. Hampumep,
texHonorust VPN MoXeT mpuMeHsITbCs B pacnpeieSIeHHbIX KOp-
MOPATUBHBIX CETSX I 3allIMINEHHOCTH WHGOpMALIMK, Tepe-
JlaBaeMOU MeXy IMoApa3feeHUsIMU OpraHu3alK 1o MyOoand-
HbIM KaHajiaMm cetu MHTepHeT. MexaHU3Mbl ayTeHTUMUKAIIUY U
mr(poBaHUsST TOJKHBI TIPUMEHSITBCS B Cllydae pa3BepThIBAHUS
OecripoBomHbIX cereli, HampuMep cranmapta IEEE 802.11. be-
301MaCHOCTh TIEPUMETPa KOPTIOPATUBHOM CETH, a TAKXKE €€ CThIKa
¢ ceTbio MIHTepHET MOXET ObITh TOCTUTHYTA MyTEM BHEAPCHUS
OGpaHIMay3pOB — MPOrPaMMHBIX WJIM TTPOrpaMMHO-aMapaTHbIX
KOMIUIEKCOB ¢ (DYHKIMUSIMU OOHAPYKEHUS UJTW MPEI0TBPAILICHUS
BTOpKEeHUIi, punbTpannu Tpaduka, 4aCTUYHOTO OTPaHUYCHUS
WJIW TIOJTHOTO 3arlpeTa OIpe/ie/ieHHbIX pecypcoB u mp. Bce 3T0
CEroiHs CTAaHAAPTHBIE METO/bI 0OecTieueHrs 6e30MacHOCTH KOp-
MOPaTUBHBIX CeTel JTI000ro MaciTada.

3ammuTa rojiocoBoro W cMruajbHoro tpaduka. IlepBeiM pyoOe-
JKOM TTpM obecrneyeHnr nHGopMaLmoHHoi 6e3onacHoct B K-
CUCTEME JOJIKHA CIYXHUThb (pu3nyeckasi 3aiura 0e30MacHOCTH
CEeTH, T.€. 3alIUTa MHGPACTPYKTYPhI: KOMMYTAIIMOHHBIX 1TKa(hOB
U CTOEK, aKTUBHOIO CETeBOro 00OpymOBaHUSI (KOMMYTaTOPOB,
MapHIpyTU3aTOPOB U TP.), CEPBEPOB, YCTPOMCTB KOHTPOJS BbI-
30BOB U T.1. [IpumeHeHne hu3nueckot 3aImnThl OCIOXHSIET 3710~
YMBILUIEHHUKY 3a7a4y MpOCIyIIMBaHUSI M TiepexBarTa JaHHbIX, B
TOM YHucCJie TeJe(OHHBIX Pa3rOBOPOB.
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Jlna obecrieyeHUsT KOHGUIEHIINATLHOCTH KOHTPOJST BBI30-
BOB U CUTHaiuM3aluu B cucremax IP-tenedonuu B kauecTBe Oa-
30BOr0 00OPYIOBaHUS (SIAPO CUCTEMBI, TeJae(OHHBIE amnmapaThl,
MporpaMMHOe obecIieueHNe) JOJIKHO UCIIOIb30BaThCs 000PYI0-
BaHMe, B KOTOPOM 3alllTa CUTHAIM3AIUNA OCHOBBIBAETCS HA W3-
BECTHBIX MPOMBIIIJICHHBIX CTAHAAPTaX W IMPOTOKOJIaX, HaIIpuMep
AES n SRTP. Ins nocTrmkeHU 3KeJIaeMOTo YpOBHS 0€30IMacHOC-
TH B COCTaB PELICHUS] MOXHO BKJIIOYUTh ayTeHTH(UKALIMIO Ha
6aze cranmapta 802.1X (1 HACTOJIBHBIX YCTPOMCTB), a TakXkKe
nonaepxkKy Extensible Authentication Protocol (EAP), ucnob-
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sytomero EAP-MD5 nipu 3ampocax cepBepa RADIUS. Peanmusys
TIAHHYIO TIPOLIEYPY, MTOJIb30BATEIM MTPOXOAST ayTeHTU(MKALIMIO,
BBOJISI JIOTUH U TTapOJIb.

[Ipu noctuxeHuun Kputepus «aocTynHocTb» UK-cuctemsl,
B YaCTHOCTHM TojcucteMbl [P-TenecdoHrnn, BO3HUKAET 3aiaya ee
3alUTHI OT BUPYCHBIX aTak U apyroro BpenoHocHoro [10. Ipu
9TOM 11eJ1ecO00pa3HO MPUMEHSITh MIaThOPMY, MCIIONb3YIOLIYIO
BCTPOEHHYIO CIELUMUATU3UPOBAHHYIO ONEPALIMOHHYIO CHUCTEMY
(0C), nanpumep VxWorks. Takasg OC nmeeT orpaHUYEeHHYIO 110
cpaBHeHMIo ¢ OC o6uiero HazHaueHus (Windows, Linux, Unix)
(byHKIIMOHATTLHOCTD, MO3TOMY MEHbIIIE TOIBEPKEHA BIUSHUIO
BpenoHocHoro [10. [leno B ToM, uto yKazaHHble OC o0111ero Ha-
3HAUEHUS BKJIIOYAIOT B ce0s B KauecTBe 0a30BOro (hyHKIIMOHAIA
Takue CIyXO0bl, Kak ciyx0a BeO-cepBepa, ciyxk0a mevatu u T.11.
[TpuMeHsieMble TTOBCEMECTHO, OHU MPEACTaBISIOT COOO0I JTeTKYIO
TIOOBIYY IJIs1 aTaK BUPYCOB, UepBell U 1p.

B cneunanusupoBaHHoii OC Becb HEOOXOAUMBIN (DYHKIIM-
OHaJI 1OopabaThIBaeTCsl TIPOU3BOAUTEIEM C YUETOM KOHKPETHBIX
HYXJI KJIMeHTa. DTO O3HAa4yaeT, YTo Kax/jas ee peaau3ailusi OT-
Jyaetcs ot Apyroi. Ha mpakrtuke 370 MpUBOIUT K TOMY, UTO
3JIOYMBILIJICHHUKY KpailHe TpyIHO co3naTh BpemoHocHoe 10,
HAIIPaBJICHHOE Ha MOPaKE€HUE JaHHOW KOHKPETHOW BEpCUU CIie-
nuanusupoBaHHoit OC.

Hcnonb3oBanue crnermannznupoBaHHbIX OC Takxke Mo3BOJIsI-
eT cHU3UTh yrpo3bl DoS-atak. Tem He MeHee MHOXecTBO DoS-
aTak HampassieTcs IpoTUB cTeka IpoTokonoB TCP/IP, moatomy
UX 1IeJIbIO SIBJISIIOTCS JIIOOBIE YCTPONCTBA B CETH, (DYHKIIMOHUPY-
Io11Me Ha 6a3e mpoTtokoua IP.

IMockoabky cucrema IP-TenedoHuM SIBIsSIETCS COCTaBHOM
yacThio kopriopatuBHOit UK-cucremsbl, 3ammura or DoS-atak
IOJIKHA 00eCIIeYnBaThCsSl MPABUIBHON CETeBOM MOJUTUKOI Oe-
30MacHOCTH B LieJoM. B kauecTBe 3(h(HeKTUBHBIX MEp 3aIIUThI
ot DoS-arak MOXXHO Ha3BaTh BHEAPEHNE MeXaHU3Ma BUPTYyaslb-
HBIX YaCTHBIX BbhlUMCIUTEIbHBIX ceTeil (VLAN), opraHusaiuio
cucteM DMZ, ucnonw3oBaHue OpaHamayapa, IPS, monutuky
pasnesieHus cepBepoB U T.M. JlaHHbIE MEXaHU3Mbl COBMECTHO CO
crienranu3upoBaHHoit OC MO3BOJIIOT Ha JIOTMYECKOM YPOBHE
pa3fenuTh CeTh Mepenayn JaHHBIX M CEeTh Mepenadyu rojocoBOi
MHbOpMaIIUY U TAaKUM 00pa3oM 3alllUTUTh cuctemy IP-tenedo-
HUU OT BbIIIEYKa3aHHbIX aTaK.

He meHee ocTpoit B KopropaTuBHbIX cuctemax IP-tenedo-
HUU OcTaeTcsl TpobsieMa TMpenoTBpallleHus] MOIIEHHUYeCTBa U
35oynotpedaeHuii. O4eHb HATJISAHO 3TO MPOSIBIISIETCS B MOIIBIT-
Kax OecIIaTHBIX 3BOHKOB HEaBTOPM30BAHHBIX TMOJIb30BaTENEH.
PaccmoTpuM Oojiee MoapoOHO, KaK OCYILIECTBISIETCS ayTeHTH-
duKaumMsa U KakuM oOpa3oM Mojb30BaTe/Ib (MM TpyMIa IMoJjb-
30Baresieil) MOXeT TOJYYUTh 3allpeT Ha Pa3IMuHbIC BUIbI CBS3U
(HarpuMep, UCXOASIIYIO VI MEXIYTOPOIHYIO).

st Toro 4toObl 3alIUTUTH TOJIb30BATENIC OT MOILIEHHU-
yecTBa M 3JI0yrmoTpedneHuii, cucrema IP-tenedonnm mommkHa
OBITh OCHOBaHA Ha pENIEHMSX, BKJIIOYAIOIMMX (YHKIMU YII-
paBJieHUsI TOCTYIIOM Ha aOOHEHTCKYIO W JIMHEWHYI0 YyacTu, Ha-
npumep Kiacc obcayxuBanus (Class of Service, CoS), kiacc
3amnpeTa (Class of Restriction, CoR) u 3amper Ha coemnHeHME
(Interconnect Restrict). Takum oGpa3oM, aTMUHUCTPATOP CHC-
TEMBbI 3apaHee 3aJaeT pa3pellieHHbIe MTyTH COSIMHEHMS, 3alpPeTh
Ha Habop HoMepa u foctymnHble pyHkimnu. CoR mo3Bosser 3a-
MPETUTH ONPEeeIEHHBIM TTOIb30BaTENSIM JOCTYM K HabOpy ornpe-
JIeJICHHBIX UCXOASIIUX HOMEPOB WM HampaieHuil cBsa3u (Call
Barring). [lonoOHbIe orpaHWYeHUsI, 3aMCaHHBIE IJIS KaXIO0ro
HOMepa WJIU JIMHUM (TpaHKa), MOTYT COCTaBUThb, TAKUM 00pa3oMm,

TJIaH 3arpeTa sl Kaxaoro kiacca. [Tonb3oBatesnb, Xenaouui
00OWTH 3TU OTPAHUYEHUSI, TOJKEH JOCKOHAIBHO U3YUUTh MPO-
TpYeTapHble METOAbl CUTHAJIM3AIIMN, KOTOPbIE, KaK OTMEYaIOCh
BBILLIE, UCTIONIB3YIOTCS B cuctemMax [P-tenedonun.

BBenenue mexaHuszma crennaibHbIX KomgoB (Account Code)
MPEIOCTABISIET JOMOTHUTEIbHBIE BO3MOXHOCTH ISl yIpaBJie-
HMST TOCTYIIOM M MCIIOJIb30BaHUsS YCIYT, KOTOPble OOBIYHO He-
noctyrnHbl. KpoMe Toro, st mpenoTBpalieHust MoJKII0YeHUsT K
cucteme [P-tenedonnn HeaBTOpHU30BaHHOTO MOJb30BATEIS ITOC-
Jie perucTpal aOOHEHTCKOTO YCTPOMCTBA CliefyeT YCTAaHOBUTh
cootBeTcTBUE Mexkay MAC-anpecom, IP-anpecom, 106aBoYHBIM
HoMmepoM (Ext) u perucrpammonusiM HomepoM (PIN). Bto co-
otHomenue (MAC/IP/Ext/PIN) nomkHo OBITh HeHCTBYIOIINM,
YTOOBI CUCTEMA pa3pellinia COeAMHEHUE.

Jlna mpemoTBpalieHns] HeCaHKIIMOHUPOBAHHOTO JOCTyMa K
cucreme yrpajieHus (Kak MpaBuio, OCYIIECTBIISIETCS yepe3 BeO-
Opay3ep), a MMEHHO JIJIsI 3aIIMThI TMYHBIX JAHHBIX (UMSI TTOIb30-
Baresisl U TIapoJib) OT MepexBaTa U MOC/eNyIoero HermpaBoMep-
HOTO MCIIOJb30BaHUS, CIYKUT MpoToKoja SSL. UToObl ycuInTh
3alMUTy, HEOOXOAMMO U3MEHSITh MapoJib 1o ymoiauanuio. Kpome
TOTO, CUCTeMa JOJKHA TMOAIEPXKMBATh HECKOJIbKO YPOBHEN 10-
CTyIa K CBOMM pecypcaM: YpOBEHb CUCTEMHOI'0 aIMUHUCTPATOpa,
YPOBEHb T'PYMIIOBOIO aAMUHUCTPUPOBAHNSI, MOJb30BATEIbCKUIA
ypoBeHb. ClieyeT MpeaycMOTPeTb OrpaHUYeHUE OJHOBPEMEH -
HO TIOJAKJIIOYEHHBIX MOJb30BaTe/eil BCEX ypOBHEW mocTyma, a
TakXXe BPEMEHHOU JIMMUT ceccuil nojakitoueHus. [lonb3oBare-
JIM OJKHBI UMETh aBTOPM30BAHHBIN ITOCTYIT K OTpaHUYEHHOMY
YUCITy 3JIEMEHTOB YIPaBJICHUSI CUCTEMOMA, IS TOTO YTOOBI yCTa-
HaBJIMBAaTh HEKOTOPbIE M3 MapaMeTPOB CBOMX MHIMBUIYATbHBIX
abOHEHTCKUX YCTPOUCTB (Hampumep, IP-TeredoHoB), TakMX Kak
KHOITKM OBICTPOro Habopa, pa3inyHble (YHKIIMOHAIbHBIE Kia-
BUILIM U T.I.

IIpakTnyeckn Bce COBpeMEHHBIE CUCTEMBI CBSI3M TOIAECPKU-
BaIOT YIAJIEHHBII JOCTYII, YTO TAKXE SIBJISIETCS] MOTEHIIMATbHOM
yIrpo30ii HapylieHus 6e3onmacHocT. be3omacHOCTh Takoro mao-
cTyrna o0ecrneyrnBaeTcsl UCTIOIb30BAHUEM ISl KOHTPOJISI BBI30OBOB
MPOIPHETAPHBIX MPOTOKOJIOB CUTHAIU3AINM, YCUIeHHbIX SSL-
mrdpoBaHUEM, a TAKKe IIPOMBIIILIEHHOro cTaHgapta SRTP.

beszonacHocts KopropatuBHoit MK-cuctembr TpedyeT cob-
JIIOJICHYS TJIABHOTO TIpaBWiIa: JIIoOble (DYHKIIMKU U METOMBI TOCTY-
ra K HUM, KOTOpbI€ B TaHHBIII MOMEHT BPEeMEHM IOJIb30BaTeII0
He TpeOYIOTCsI, TOJIKHBI OBITh I€aKTUBUPOBAHBI.

3akiouenue. PaccMoTpeHHbIE BhIIIE aCMEKThI JUIIb YaCTHY -
HO pemiaoT 3aiauy odbecreyeHrst 6e30MacHOCTA KOPTIOPATUBHbBIX
cuctem I[P-teneponun. Ha mpakTuke ciemyer paccMaTpuBaTh
BCIO MH(PACTPYKTYpy KOPIOPATUBHOW CETH, BHE 3aBUCHUMOCTHU
OT CTEeIeH! ee 3alUIIEeHHOCTH, KaK BPaKIeOHbIN MUP, KOTOPBII
MOXeT HapylIuThb ee padoTy. IMeHHO Takoil CTporuit 1 KoHcep-
BaTUBHBII MOIX0/] TApAaHTUPYET MAaKCUMAaJIbHBII YPOBEHD 3alllM-
IIEHHOCTH.
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